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St. .ltr.st itt.l ('rri1t'gt' rt/' I'tItrt ltirtt; \[rrLlLtt iti

IN'TROI)UCTION

1-1e propripence of infbrnratirrrr techntrltrgies ltnd ittcrcasing dependence on technological

infrastructures continues to inf'iltrate thr: uhole \()cict\.'l'hc Intcnlet iras provided r'ast oPportttrtities

in a wide array of areas that are unillaginabic in tlte pa:t. []rlt toclai. \'ve are able ttl acccs-\ lxassivL-

amounts of infolnation. and conlrect in unprecerlentcd wa\s. Alottg with the positivc capabilities

provided by the lnternet and ner\\orking. urrplcasant aspects also cherish in unexpected ways"

Criminals of today, have a neu,plat{ornr lor corrclucrins aclivities that are unaccepted in tlte stlciety"

Such behavior must be cautioned liorrr the irritial stage and preventive measures have to be

implemented. The very root of such act shoulcl bc senscd and {lred by the authority on constant

basis for which rnonitoring beconres tlre lbundation lodged b-v the Government. The purpose of this

arlicle is to analyze the use of'an ethical hacking pedagogical approach to improve infi:rmation

securitf instruction.

A hacking lnethodolog), appears ro be ir nrore offiinsive and proactive approach for

information security instruction. This approach rral'trc ellective to better prepare future information

security professionals to cornbat unethical hacker itttrusions associated with the Internel and

computer networks. Future inforrnation security prolessionalswould be better equipped to combat

intrusions if equipped rvith the knou,ledge ancl skill sets currerltll" used by attackers ln order to

equip those professionals. studenrs nrust he prepared to liglrt the ever-growing challenges associated

w'ith effbctively securing computel' networks-

ETHICAL HACKING

Ethical hacking rnay be thought of as a nretlxrdology fbr assisting computer professionals

and adrninistrators in their efforts to secure netrvorks, As such tlris topic will be reviewed in light of

its effectiveness for instructing proactive offbnsive measures to students in compuler security

courses. The basic assumption associaterj with ethical hacking is merely that of a different approach

to security. Ethical hacking is primarily penerrarion resting and includes penetrating the "system like

a hacker but for benign purposes" (Ori-v-ano.2014)" lt is felt by many that students need t<r

experience firsthand what the attacker will be doing and what tools will be used (Ethical Hacking:

Student courseware). They maintain that students mllst have oppoltunities to "experintent and

practice with security technologies'' in order tr-r be equipped for contributions in the field of

computer security.

Ethical hacking and ethical hacker are terms used to describe hacking perfbrmed b)' a

cornpany or individual to help identi[l potential threats on a computer or network. An ethical hacker

attempts to bypass system security and search for any u'eak points that could be exploited by

malicious hackers. This information is then used by the individual or an organization to improve the

system security, in an effort to rninimize or elirninate any potential attacks'

An ethical hacker is an individual hired to hack into a systern to identify and $nair potential

vulnerabilities, effectively preventing exploitation b,u- malicious hackers. Ihe\[gvfrrity experts
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that specialize in the Penclration lesting (pen-testrng) of eolnputer and.sotrware systems tbr the

o.irJ" "i"t"t"r* 
strenghening and rmp'or ing security Atr ethical hacler ts also kno',t as a

white hat hacker. red team. tiger leam or sneal'er Techopedia explains Ethrcal Hacker as a soiiware

or hardware vendor u'ho achleles Sreater profilability by hlring ethical hackers versus being

subjected to other typcs ofvulnerabilities and exploilations'

NEED FOR ETHICAL HACKINC EDUCATION

Teaching sludents how to hack ethically ay be seen as a wortt.y. endeavor. and most

educationists alree that it is critical for securitv professionals' Pashel (2006) 
":ot*t 

*:l.ll"^

"iiti , 
,o a","._in" *eaknesses in compuier systems can assist security professionals in preventrng

il"?r.;;;.; i.-"ir"t tr'" ethic;l hacking mav be deemed a crucial elernent.in a secttrttv

oro*u- (pJ.l"t. 2000). l! s impoftant to determine what skill sets are needed bv sccurrty

ir.i.*.*f',ra n"fp edLrcale rhose'krlls{LoSan & Clarlson 200s)'

Many of the skills used in ethical hacking may be viewed as more proaclive rather than

reactive in nature Securiiy educatoB leel that teaching "offensive methods" produces better

,-""*ir, Orof"aa.*l. than teaching "defensive techniques"' 'A number ofresearchers and educators

u*.""'ifl", o.uooiry ethical hacking skills are crucial in developing necessary skill sets for

computer security professiolals He goes on to propose' "One cannot perfectly design or build

defenses for a*acks that one has not truty expeiienced, first-hand" (Trabelsi,20ll) In another

,*ar, i."O"Ot (2012) argues that by noi providing information and knowledge gleaned ftom

i'*ii,"*. "o*o*- 
,".r.itfp'ofettionuls "'e 

not adequately being prepared for thei' career' He goes

on to suggest that teaching attacks rs considered a necessary element ofsecurity education Finally'

Trabelsi and Alketbi (2013) state that tcchniques of ethical hacking should he included in a

curriculunr lo bdter prepare security professionals

POLICY FOR USING COMPUTERS

One major step in deternng unwanted behavior irr the instruction of ethical hacking

instructionistheuseofacomputerethicspohcy.Manyarguethatinstitutionsmusthaveapoljcyto
;;;;;; o;""".t of instiliing ethical behavror ttlati''g to n"w hacking skills' Greene (2004)

argues that educational institutrons need a policy to encouage ethical actions and to "dissuade

,r,ia"*. ,ri n *"* ethics." While policies are only oo" 
"otpon"nt' 

they are crucial in assisting

institutions with creating an environment of ethical behaviol Greene (2004) goes on to olfer that

iornpu*. *" p.ri"l". cln help regulate a sense of ethics and permitted behavior' He condudes by

.,rrrl.iir, * 
"Or"r,ors 

must stress legal implicatiom and information conceming the punishment

for crimes.

It is hoped that once students unilerstand the legal aspects ofunwanted behavior relating to

af,."f f,r"li.g ;.t.*tion, that they will have second ihoughts about acting unethicallv Logan and

if.u*, <r*b a* 
"ontend 

with the imponance ofcomputer use policies rn institutions ofhigher

"i"""ri"") 
*, t"n"r rccomrnend that, 'cornpuler science departmenis should consider creating

";;;;;"i 
AUp. to uug,n"nt the university,s general ,se polices" (Logan & clarkson' 2005)

i", *" "" 
i" 

"U"t 
tba;the tools and technrques used wilhin-rhe.clas$oom te combined with

insruction in ethics and legal issues (Logan & clarksoq 2005)' while.the !se. of a computei ethics

o""f- """.tU"i". 
t ."duct-tion of unethiial behavior by students in ethical hacl:hg preparation' it is

critical that they know of its existeoce and content'
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BEST PRACTICES IN ETHICAT' HA('KtNC EDUCATION

With the ethical and legal implications ofethical hacking being addressed' the attention will

b"ph.;;';p;;;" o"* o*o,.o..*.",11'[;*iifi*i:"ff:1;T}:il"Jl':'i.:ffii:.+';
Some ofthe besr praclrce( empha'r/e " ',1.ir,","'' Jn" "* 

adcqtrately prepare studenls for a career

curricururn ror':i:lli-,:li':il:::-]l:,':':::";,,;;;;'on'c,rricururn rhar does not gi\e the

in secLrriry Trabelsi (l0l{l \rale\ "'"'";,;.;:.;,;.".urrry rechniques--could potentrally cau:e

srudent5 the oppoflunil) Io erperllnenl r" f'"'rl" 
.u,""r. u" ;oe\ on to oller rhar students need to

students ro be rnadequately prepared lo
"** J; ;t"";;itonhdent in their abrlrr-r to conrbat an attacker'

Lancor and workn,n (200?) sugsel]ly*::: t1-:::,T1[:"jJ1"j::ilt::1.'l:

opponenr s ofrense'l 
1" 

*':11:'1.:l'::::Jff 
:,";H:iH;, ;;;r. iv,,ine cooer"'o p", rorrn

:l*1";::",::::;::;-1,t1:li:T":,1::''il';;; 'lo 
protect against 'uch 

coosre a'lracks bv

intruders.

IIANDS ON APPROACH

Logan and crarkson (2005) argt e that trarnns : :*i' l:: ;:1,:1||* ffhTi:llit:;
'hands-on" approach' The *""i1'onl:;.'"'rl:: 

;liot """""0"''"^to 
Most asree that the qualitv^

alwavs as effecri\e rn demon'ttattng coniepr,ri"r,,.",,""rl 
,iu","g Along.wrth the rmponance of

ofrhe rnstruction r\ crrlrcal lo lhe strc(\ '"i 
.iara 

" 
rhe ellecllve rn conducting the assignment.

actuallv perfomtng the hacling rhe loori \rrouu^ur 
:^:-:;; * a \ccurrrv plan ln addrrion to

StLrdenr. need to \ee thar cihrcar *ii'l' '' *Y:::.::'#"::11,":"",:T;ll"r 
rhe nerwolk rhe

hacking lhere 'hould be lh( \trhrcrahrlrl\ as\e\\rrrcrnr ri'lq """' 
'erall sec,rity ofthe

;";i;",;t; ro perrorm rhe n''** '1,:".:l'-:,:'"t#:.i:,ff:[-i.:Jn bb,n't*c.on 8'"o

n.r*ork whcn qtLrderrt. ".* "*"'"1',:'i,c;:o',i"",,",""ri-o,he rheore[cal concepts rn rhe

[elt that the apphcarron' *ere u'elul 
:1;:.:;""r;,;,-,;", worrld Lke tunher hands-on lab insrruclion'

class. N/oteo\er' 87ooof'* "n"1'; l;:';t:".i,,,',,".''. ",n*.,r 
*oelqr. &Mccoev 20l6r

,nd 869" feh they $otlld reconrnlend

tot"Lt::: 
"'"" "lbest 

practices irdicates that soft skrlls should not be overlooked in ethical

hackins educarion o'*.'. ,,"'".'"11]I::ll'f:iii:l*::,'yJ."":,:'iil: :ffi::"i":''J[i

:;,:J'r: ;:: ;:J:T1i",:'::i11? 
j::i j;:il:::;j: I [-ffi :;":ff::ff: ]*:

:":Jil::.;",::::1 ilffi:, :"Ii:::':"""''""H:1,::::ll:i'::UliITT:'i": ".'ff:l;
socral engineerrng For Personal Eroomrns,Jt;:'.;;;"", "r'."0 ,ui,n''"**"rared *it' techro-

comDurer secuflly lhete comes " ll'.1"'ri*'r"."-,r" rrrd"nr, *ho ger immersed rn 'ocral medra

pedagogy' Such awateness should.l 
" l,{rnr drflerence as bolh are nol .ne and lhe

sires. Deahng with computel\ and w n nui'l 
il;; ;;;*, fix itself in soft slills

same. Machrnes could not rePlace t

CONCLUSION

The prominence of mformatron technologies and networking *]-T"::':"

,** ".a'*1",r-t""urity 
concems relating to attackers and intruders are causrng

aspects of our

many seculitY
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nro[e\rlondls to cralnlne and e\ploIe more Proactl\e approacheslo securlng ntluolks' lh'j adR lc

rhro*s l,gtrr on elhrcal hackin8 0"0""" 
-"*g*tt 

"lhrcal 
hackhg.as.a,ronlpulel \eculrly

instructio. methodology, una itru"'u'"t ir'! "tn'ciiand 
l"gal consequences of leaching students to

hack. Best pracrices in 
"rt,i'ut 

t'u"Ling' p'"d"'i*' 1"'" i'tn'un:t 
l-::",1l.""' 

stLsgestrons and

recommendariorrs for ethical hackmg ,n.i.u.ionl "ff""r,u" 
rore of rnsrrucrron and preparation of

i,"." t"i".."." *t'rity professionals are exposed'

This article demonstrates that not only future rnformaton securrty profcssionals need to bc

eo'rooed *rth 'Lrll ser\ currenrlv ""d 
;;:"it;;;;; 'rudertr' 

wrll also nee<l 'krll \ets rr\ c(rrrrl'a!

rhe ner.r.rrnr frrtrrre adrances and ch"""'""' i*ocr*a br attaclers tn addllron llrlulr' irriorlrLllrnn

:::j,l,;;;;;,.:;';'.;'rr"""a '''iru' r'u.."i"' ,.i""J'-"-'' ""a* ."'.:iJ:;|ilIil"':;l:iil:il};
fronr intruders ll also slggests that-mt};il':;;;;; 

;; clestructi,e issues associaled $ rlh rhe

melhodology creales a belter learnlng l

"a,itnl", "-f "u^.f"' 
on the Inlernet and computer networks'
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