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TEACHING ETHICAL HACKING PEDAGOGY TO STUDENTS

M. Balasaraswathi, Assistant Professor in English Education,
St. Xavier's College of Education, Palayamkotiai
M. Amalorpovam, Assistant Professor in Tamil Education,
St. Justin's College of Education. Madurai

INTRODUCTION

The prominence of information technologics and increasing dependence on technological
infrastructures continues to infiltrate the whole society. The Internet has provided vast opportunities
in a wide array of areas that are unimaginabic in the past. But today, we are able to access massive
amounts of information. and connect in unprecedented ways. Along with the positive capabilities
provided by the Internet and networking, unpleasant aspects also cherish in unexpected ways.
Criminals of today, have a new platform for conducting activities that are unaccepted in the society.
Such behavior must be cautioned from the initial stage and preventive measures have to be
implemented. The very root of such act should be sensed and fired by the authority on constant
basis for which monitoring becomes the foundation lodged by the Government. The purpose of this
article is to analyze the use of an ethical hacking pedagogical approach to improve information

security instruction.

A hacking methodology appears to be a more offensive and proactive approach for
information security instruction. This approach may be effective to better prepare future information
security professionals to combat unethical hacker intrusions associated with the Internet and
computer networks. Future information security professionalswould be better equipped to combat
intrusions if equipped with the knowledge and skill sets currently used by attackers. In order to
equip those professionals, students must be prepared to fight the ever-growing challenges associated

with effectively securing computer networks.
&

ETHICAL HACKING

Ethical hacking may be thought of as a methodology for assisting computer professionals
and administrators in their efforts to secure networks. As such this topic will be reviewed in light of
its effectiveness for instructing proactive offensive measures to students in computer security
courses. The basic assumption associated with ethical hacking is merely that of a different approach
to security. Ethical hacking is primarily penetration testing and includes penetrating the “system like
a hacker but for benign purposes” (Oriyano. 2014). It is felt by many that students need to
experience firsthand what the attacker will be doing and what tools will be used (Ethical Hacking:
Student courseware). They maintain that students must have opportunities to “experiment and
practice with security technologies” in order to be equipped for contributions in the field of

computer security.

Ethical hacking and ethical hacker are terms used to describe hacking performed by a
company or individual to help identify potential threats on a computer or network. An ethical hacker
attempts to bypass system security and search for any weak points that could be exploited by
malicious hackers. This information is then used by the individual or an organization to improve the
system security, in an effort to minimize or eliminate any potential attacks.

An ethical hacker is an individual hired to hack into a system to identify and Kgpair potential
vulnerabilities, effectively preventing exploitation by malicious hackers. The rity experts
Principal '
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that specialize in the penetration testing (pen-testing) of computer and software systems for the
purpose of evaluating, strengthening and improving security. An ethical hacker is also known as a
white hat hacker. red team, tiger team or sneaker. Techopedia explains Ethical Hacker as a software
or hardware vendor who achieves greater profitability by hiring ethical hackers, versus being
subjected to other types of vulnerabilities and exploitations.

NEED FOR ETHICAL HACKING EDUCATION

Teaching students how to hack ethically may be seen as a worthy endeavor, and most
educationists agree that it is critical for security professionals. Pashel (2006) proposes that the
ability to determine weaknesses in computer systems can assist security professionals in preventing
attacks. He goes on to offer that ethical hacking may be deemed a crucial element in a security
program (Pashel, 2006). It is important to determine what ckill sets are needed by security

professionals and help educate those skills (Logan, & Clarkson, 2005).

Many of the skills used in ethical hacking may be viewed as more proactive rather than
reactive in nature. Security educators feel that teaching “offensive methods” produces better
security professionals than teaching “defensive techniques”. A number of researchers and educators
agree that practicing ethical hacking skills are crucial n developing necessary skill sets for
computer security professionals. He goes on 10 propose, “One cannot perfectly design or build
defenses for attacks that one has not truly experienced, first-hand” (Trabelsi, 2011). In another
study, Trabelsi (2012) argues that by not providing information and knowledge gleaned from
hacking, computer security professionals are not adequately being prepared for their career. He goes
on to suggest that teaching attacks 1 considered a necessary element of security education. Finally,
Trabelsi and Alketbi (2013) state that techniques of ethical hacking should be included mn a
curriculum to better prepare security professionals.

POLICY FOR USING COMPUTERS

One major step in deterring unwanted behavior in the instruction of ethical hacking
instruction is the use of a computer ethics policy. Many argue that institutions must have a policy to
assist in the process of mstilling ethical behavior relating to new hacking skills. Greene (2004)
argues that educational institutions need a policy to encourage ethical actions and to “dissuade
students with weak ethics.” While policies are only one component, they are crucial in assisting
institutions with creating an environment of ethical behavior. Greene (2004) goes on to offer that
computer use policies can help regulate a sense of ethics and permitted behavior. He concludes by
suggesting that educators must stress legal implications and information concerning the punishment
for crimes.

It is hoped that once students understand the legal aspects of unwanted behavior relating to
ethical hacking instruction, that they will have second thoughts about acting unethically. Logan and
Clarkson (2005) also contend with the importance of computer use policies in institutions of higher
education. They further recommend that, “Computer Science departments should consider creating
course-level AUPs to augment the university’s general use polices”™ (Logan & Clarkson, 2005).
They go on to offer that the tools and techniques used within the classroom be combined with
instruction in ethics and legal issues (Logan & Clarkson, 2005). While the use of a computer ethics
policy contributes in reduction of unethical behavior by students in ethical hac':‘ng preparation, it s
critical that they know of its existence and content.
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BEST PRACTICES IN ETHICAL HACKING EDUCATION

With the ethical and legal implications of ethical hacking being addressed, the attention will
be placed upon the best practices currently being offered to prepare future security professionals.
Some of the best practices emphasize a hands-on approach and the incorporation of soft skills. The
curriculum for teaching ethical hacking techniques should adequately prepare students for a career
in security. Trabelsi (2014) states that "a security education curriculum that does not give the
students the opportunity to experiment in practice with security techniques” could potentially cause
students to be inadequately prepared for a future career. He goes on 1o offer that students need to
have the skills to feel confident in their ability to combat an attacker.

Lancor and Workman (2007) suggest that a “good defense” begins with understanding the
opponent’s offense. The educators offered Google hacking as a tool within a web security course.
Students were exposed to a powerful approach defending networks by using Google to perform
attacks. The educators felt it critical to teach students how to protect against such Google attacks by
intruders.

HANDS ON APPROACH

Logan and Clarkson (2005) argue that training in ethical hacking should be conducted with a
“hands-on” approach. The educationists suggest that a “hook and lecture-based instruction is not
always as effective in demonstrating concepts as hands-on experience”. Most agree that the quality
of the instruction is critical to the success of the educational offering. Along with the importance of
actually performing the hacking, the tools should be the effective n conducting the assignment.
Students need to see that ethical hacking 1s only one component n a security plan. In addition to
hacking, there should be the vulnerability assessments that continue to monitor the network. The
goal would be to perform the process as an ongoing basis to improve the overall security of the
network. When students were anonymously surveyed concerning the hands-on lab instruction, 85%
felt that the applications were useful and helped them to understand the theoretical concepts in the
class. Moreover, 87% of the students indicated that they would like further hands-on lab instruction,
and 86% felt they would recommend the lab activities to others (Trabelsi, &McCoey, 2016).

SOFT SKILLS

A second area of best practices indicates that soft skills should not be overlooked n ethical
hacking education. Dimkov, Pieters, and Hartel (2011) propose that “teaching students only the
technical side of information security leads to a generation of students that emphasize digital
solutions, but ignore the physical and social aspects of security.” It was argued that often, when
examining computer systems, a practice Of instruction lacks the human component. S0me
researchers favor soft skills that enhance awareness of a potential security threat in the form of the
social engineering.For personal grooming, heightening privacy safeguards and for enhancing
computer security there comes a necessity to be trained in soft skills incorporated with techno-
pedagogy. Such awareness should be created among the students who get ;mmersed in social media
sites. Dealing with computers and with human has a lasting difference as both are not one and the
same. Machines could not replace human as it could not frame and fix itself in soft skills.

CONCLUSION

The prominence of information technologies and networking permeate all aspects of our
lives and society. Security concerns relating to attackers and intruders are causing many security
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professionals to examine and explore more proactive approaches to securing networks. This article
throws light on ethical hacking pedagogy, suggests ethical hacking as a computer security
instruction methodology, and illustrates the ethical and legal consequences of teaching students to
hack. Best practices n ethical hacking pedagogy were highlighted as well as suggestions and
recommendations for ethical hacking instruction, effective role of instruction and preparation of
future information security professionals are exposed.

This article demonstrates that not only future information security professionals need to be
equipped with skill sets currently used by attackers, but students will also need skill sets to combat
the persistent future advances and challenges imposed by attackers. In addition, future information
security professionals will need similar hacker mindsets and skill sets to effectively secure networks
from intruders. It also suggests that instruction in information security utilizing an ethical hacking
methodology creates a better learning model to combat the destructive issues associated with the
activities of attackers on the Internet and computer networks.
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